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Private Voting
Private Auctions
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Trust-less Applications
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Trust-less Applications Really?

•
•

• Threshold-based cryptography
multi party computation
multi-key FHE
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Trust-less Applications Really!

• indistinguishability obfuscation  
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Bitcoin and Ethereum Bridge

signature

key
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Multi-Party Computation

threshold
key
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Limitation of Multi-Party Computation

!

!

!
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signature

Limitation of Multi-Party Computation
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Limitation of Multi-Party Computation

!
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signature

Obfuscation fixes this
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What is Obfuscation?

Program: P

Obfuscation as a program compiler

 

Obfuscated 
Program: 
Obf(P)

obfuscation compiler
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Obfuscation as a program compiler

 
obfuscation compiler

input: x

output: C(x)

input: x

output: Obf(C)(x)

=

=

What is Obfuscation?

Program: P
Obfuscated 
Program: 
Obf(P)
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Useful mental model of Obfuscation

obfuscation evaluation
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Useful mental model of Obfuscation
•
•
•
•

non interactive
f and Obf(C) is public
k is private
binded to f

obfuscation evaluation
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e.g. Bitcoin and Ethereum Bridge

Useful mental model of Obfuscation

if given proof(=x) of burning 
WBTC on ethereum is valid
→ I want to get a signature to 
withdraw bitcoins from 
hardcoded wallet secret key (=k) 
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Applications of Obfuscation

You want to encode specific secret within a specific program and allow 
others to use it

• Private non-interactive computation

•
•

Secrets are hardcoded in the programs then obfuscated
Anyone can execute the program and learn nothing about secret
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Trust-less Applications Really!

• indistinguishability obfuscation  
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ZK-SNARK OBFUSCATIONFHE
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Comments on iO
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Our contributions and progress

Sora Suegami
Enrico Bottazzi
Pia Park
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Our contributions and progress
✅ Straightforward iO construction 
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Our contributions and progress
✅ Straightforward iO construction 

✅ End to End implementation of
      Diamond iO with secure param


https://pitch.com/?utm_medium=product-presentation&utm_source=pdf_export&utm_campaign=bottom_bar_cta&utm_content=c408d104-df3f-4690-a8e6-a38fe2a4fe50&utm_term=PDF-PPTX-lastslide


Our contributions and progress
✅ Straightforward iO construction 

✅ End to End implementation of
      Diamond iO with secure param


Existing simulated result (BOK+15, 
ESSoS): 
 
More than 10^27 years 
for obfuscation and evaluation 
 

Our sufficiently secure parameters
(target security parameter 80, 1 input bit, 
around 60 gates): 
 
Less than one hour
for obfuscation and evaluation 
(we are double checking this result)
 
 

VS
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Our contributions and progress
✅ Straightforward iO construction 

✅ End to End implementation of
      Diamond iO with secure param


🏗️ Let's make iO practical!

A. Larger input size 
B. Complex circuit logic and depth

Existing simulated result (BOK+15, 
ESSoS): 
 
More than 10^27 years 
for obfuscation and evaluation 
 

Our sufficiently secure parameters
(target security parameter 80, 1 input bit, 
around 60 gates): 
 
Less than one hour
for obfuscation and evaluation 
(we are double checking this result)
 
 

VS
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Q & A
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Appendix

https://pitch.com/?utm_medium=product-presentation&utm_source=pdf_export&utm_campaign=bottom_bar_cta&utm_content=c408d104-df3f-4690-a8e6-a38fe2a4fe50&utm_term=PDF-PPTX-lastslide


k

https://pitch.com/?utm_medium=product-presentation&utm_source=pdf_export&utm_campaign=bottom_bar_cta&utm_content=c408d104-df3f-4690-a8e6-a38fe2a4fe50&utm_term=PDF-PPTX-lastslide


Bootstrapping from FHE+ZKP to iO

k
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Comparison with FHE
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Difference with FHE
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